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I. INTRODUCTION
An (n; m) S-box (or vectorial function) is a map f : f0;1g n ! f0;1g m . By an (n; m; t) S-box (or (n; m; t)-resilient function) we mean t-resilient (n; m) S-box. An (n; 1; t)-resilient S-box is a resilient Boolean function. The cryptographic properties (like resiliency, nonlinearity, algebraic degree) of Boolean functions necessary for stream cipher applications have already been extensively studied. The resiliency property of S-box was introduced by Chor et al. [7] and Bennett et al. [1] . However, to be used in stream ciphers, several other properties of the S-box, such as nonlinearity and algebraic degree, are also very important. Stinson and Massey [23] considered nonlinear resilient functions but only to disprove a conjecture.
Camion and Canteaut [2] described a general method of constructing a new resilient function by composing a resilient function and a bijection. A similar method for constructing resilient function from f0;1g n ! f0;1g m was described by Zhang and Zheng [25] .
After that, serious efforts to construct a nonlinear S-box with high nonlinearity and high algebraic degree has been made [13] , [12] , [17] , [6] (see Section II-D).
The current state of art in resilient S-box design can be classified into the following two approaches. 1) Construction of (n; m; t)-resilient functions with very high nonlinearity.
2) Construction of (n; m; t)-resilient functions with degree d > m and high nonlinearity.
The first problem has been studied in [25] , [13] , [12] , [17] . The currently best known results are obtained using the construction described in [17] , though in certain cases, for a small number of variables, the search technique of [12] yields better results. The second problem has been less studied. To the best of our knowledge, the only known construction which provides functions of the second type is due to Cheon [6] .
In this correspondence, we first prove that the correlation immunity of a resilient function is preserved under composition with an arbitrary Boolean function. This property is useful for possible application of resilient S-boxes in designing secure stream ciphers. Our main contribution consists of two different constructions for the previously mentioned two classes of problems. In both cases, our results provide significant improvement over all previous methods.
The construction for the second problem is a simple modification of the Zhang-Zheng method [25] . To get algebraic degree d > m, we start with an [n; d + 1; t + 1] code. Then we apply the Zhang-Zheng construction to obtain a nonlinear S-box. Finally, we drop d + 1 0 m output columns to obtain an (n; m; t)-resilient S-box (see Section IV). This simple modification is powerful enough to improve upon the best known construction with algebraic degree greater than m [6] . This clearly indicates the power of the original Zhang-Zheng construction. Our contribution is to apply the Griesmer bound for linear error correcting codes to prove that the modified Zhang-Zheng construction is superior to the best known construction [6] . We know of no other work where such a provable comparison of construction has been presented.
The Maiorana-McFarland technique is a well-known method to construct nonlinear resilient functions. The idea is to use affine functions on small number of variables to construct nonlinear resilient functions on larger number of variables. We provide a construction to generate functions of the first type using a sharpened version of the Maiorana-McFarland method. For Boolean functions, the Maiorana-McFarland technique to construct resilient functions was introduced by Camion et al. [3] . Nonlinearity calculation for the construction was first performed by Seberry, Zhang, and Zheng [21] . This technique was later sharpened by Chee et al. [5] and Sarkar-Maitra [20] . For S-boxes, this technique has been used by [12] and [17] , though [12] uses essentially a heuristic search technique. Here, we develop and sharpen the technique of affine function concatenation to construct nonlinear resilient S-boxes. This leads to significant improvement in nonlinearity over that obtained in [17] . Thus, we obtain better results than [17] which currently provides the best known nonlinearity results for most choices of input parameters n, m, t.
In a recent work [10] , the applicability of resilient S-boxes to stream cipher has been discussed. The work [10] also describes an efficient representation and software implementation method for resilient Maiorana-McFarland S-boxes. It is shown that such S-boxes can be implemented using very little memory and the output can be obtained using very few operations.
The correspondence is organized as follows. Section II provides basic definitions, notations, theory needed, and a quick review of recent construction. In Section III, we prove the composition theorem. Section IV provides a modified Zhang-Zheng construction and some theorems to prove its advantage over the Cheon construction. Section V provides some definitions and theory needed in that section. It also provides a construction by which we get an (n; m; t)-resilient S-box with nonlinearity greater than the nonlinearity obtained in [17] which has been known to be the best so far. In Section VI, we compare the modified Zhang-Zhang construction with the Cheon construction, and also compare Construction-I of Section V with the Pasalic and Maitra construction [17] . Section VII concludes this correspondence.
II. PRELIMINARIES
This section consists of four parts. We cover preliminaries on Boolean functions and S-boxes in Sections II-A and B, respectively. In Section II-C, we mention the coding theory results that we require. In Section II-D, we summarize the previous construction results.
A. Boolean Functions
Let 2 = GF (2) . We consider the domain of a Boolean function to be the vector space ( n 2 ; 8) over 2 , where 8 is used to denote the addition operator over both 2 and the vector space n 2 . The inner product of two vectors u; v 2 n 2 will be denoted by hu; vi. The weight of an n-bit vector u is the number of ones in u and will be denoted by (u [19] ). This class of functions is important in both cryptography and coding theory.
A parameter of fundamental importance in cryptography is the nonlinearity of a function (see [14] ). This is defined to be the distance from the set of all affine functions. It is more convenient to define it in terms of the spectrum of a Boolean function. The nonlinearity (f ) of an n-variable Boolean function f is defined as For even n, bent functions achieve the maximum possible nonlinearity. A Boolean function g can be uniquely represented by a multivariate polynomial over 2 . The degree of the polynomial is called the algebraic degree or simply the degree of g.
B. S-Boxes
An (n; m) S-box (or vectorial function) is a map 
). An (n; m) S-box f is said to be t-CI, if g f is t-CI for every nonconstant m-variable linear function g (see [25] By an (n; m; t) S-box we mean t-resilient (n; m) S-box. Let f be an (n; m) S-box. The nonlinearity of f , denoted by (f ), is defined to be
g is a nonconstant m-variable linear functiong:
Similarly, the algebraic degree of f , denoted by deg(f ), is defined to be
We will be interested in (n; m) S-boxes with maximum possible nonlinearity. If n = m, the S-boxes achieving the maximum possible nonlinearity are called maximally nonlinear [9] 
C. Coding Theory Results
We will use some standard coding theory results and terminology all of which can be found in [14] . An [n; k; d] binary linear code is a subset of n 2 which is a vector space of dimension k over 2 having minimum distance d. We here mention the Griesmer bound (see [14, p. 546] The Griesmer bound states (see [14, p. 547] )
We say that the parameters n, k, d satisfy the Griesmer bound with equality if
There is a general construction (see [14, 
D. Some Recent Constructions
Here we summarize the previous construction results. 1) Zhang and Zheng [25] : This is the paper to provide an elegant general construction of nonlinear resilient S-boxes. The same idea was also present in Camion and Canteaut [2] . The main result proved is as follows [25, Corollary 6] . If there exists a linear (n; m; t)-resilient function, then there exists a nonlinear To date, this is the only construction which provides (n; m; t) nonlinear resilient S-boxes with degree greater than m.
III. A COMPOSITION THEOREM FOR S-BOXES
We consider the composition of an (n; m) S-box and an m-variable Boolean function. The following result describes the Walsh transform of the composition. where lv = hv; xi and (lv f )(x) = hv; f (x)i.
Proof: By (2), we have Hence,
By (1) Theorem 2 shows that correlation immunity of an (n; m; t)-resilient S-box is preserved under composition with an arbitrary m-variable Boolean function. This is an important security property for the use of resilient S-boxes in stream cipher design.
IV. CONSTRUCTION OF (n; m; t)-RESILIENT S-BOX WITH DEGREE > m
In this section, we modify an elegant construction by Zhang and Zheng [25] to obtain high degree nonlinear resilient S-boxes. The Zhang-Zheng construction shows that highly nonlinear resilient functions can be constructed from linear resilient functions by applying highly nonlinear permutations in the transforming process. We take permutation to be an inverse function and then drop (d + 1 0 m) columns from the output. The following result is well known (see, for example, [25] ).
Theorem 3: Let C be a [n; m; t + 1] binary linear code. Then we can construct an linear (n; m; t)-resilient function. 
In
Step 2, we choose the function G to be the inverse function over GF (2 d+1 ) (with respect to a fixed irreducible polynomial). Then the nonlinearity of G is 2 d 0 2 b c and is given in [16] . There are other bijections by which we get the same value of (G) but deg(G) = d is achieved only for G obtained from the inverse map over GF (2 d+1 ) (see [4] ). The fact that g = G f is t-resilient if f is t-resilient is given in a more general form in [2] and also appears in [25] . The modification to the Zhang-Zheng construction is really simple. If we want degree d, then we start with an [n; d + 1; t + 1] code. Then we apply the main step of the Zhang-Zheng construction to obtain a nonlinear S-box. Finally, we drop d + 1 0 m output columns to obtain an (n; m; t)-resilient S-box. Though simple, this modification is powerful enough to improve upon the best known construction with high algebraic degree [6] . This shows the power of the original Zhang-Zheng construction. Our contribution is to prove by an application of the Griesmer bound that the MZZ construction is superior to the best known construction of Cheon [6] . We know of no other work where such provable comparisons of construction has been presented. 2) The parameters n, d + 1, t + 1 meet the Griesmer bound with equality. Then it is not possible to construct an (n; m; t)-resilient function f with degree d using Cheon's method [6] . This completes the proof of the claim. 2) An [n; d + 1; t + 1] code meeting the Griesmer bound with equality exist. Then it is possible to construct an (n; m; t)-resilient function f with degree d by the MZZ method which cannot be constructed using Cheon's method [6] .
Remark: As mentioned in [14, p. 550] there is a large class of codes which meet the Griesmer bound with equality. Further, the condition d m log 2 (t + 1) is quite weak. Hence, there exists a large class of (n; m; t)-resilient functions which can be constructed using the MZZ construction but cannot be constructed using the Cheon [6] construction. See Section VI for some concrete examples.
Nonlinearity in the Cheon method is Thus, the Cheon method may provide high algebraic degree but it does not provide good nonlinearity. In fact, in the next theorem we prove that nonlinearity obtained by the MZZ method is larger than nonlinearity obtained by the Cheon method.
Theorem 6: Let f be an (n; m; t)-resilient function f of degree d and nonlinearity n1 constructed by the Cheon method. Suppose there exists a linear [n; d + 1; t + 1] code. Then it is possible to construct an (n; m; t)-resilient function g with degree d and nonlinearity n 2 using the MZZ method. Further, n2 n1 .
Proof: Since an [n; d+1; t+1] code exists, the MZZ construction can be applied to obtain an (n; m; t)-resilient function g with degree d and nonlinearity (g) = n2 = 2 n01 02 n0d e . It remains to show that n 2 n 1 , which we show now. Recall that Thus, the parameters n, d + 1, t + 1 satisfy the Griesmer bound.
Remark: Since the parameters n, d + 1, and t + 1 satisfy the Griesmer bound, in most cases it is possible to obtain an [n; d +1; t+1] code (see [14, p. 550] ) and apply Theorem 6. In fact, we do not know of any case where a function can be constructed using the Cheon method but not by the MZZ method. Theorems 5 and 6 prove the clear advantage of the MZZ method over the Cheon construction. Thus, the MZZ method is the currently known best method to construct [n; m; t]-resilient function with degree d > m.
V. A CONSTRUCTION TO OBTAIN HIGH NONLINEARITY
In this section, we concentrate on obtaining (n; m; t)-resilient S-boxes with high nonlinearity only. We present a construction method which improves the nonlinearity obtainable by the previously known methods. We start by mentioning the following result which is restatement of Lemma 7 in [12] . T . Proposition 1 has also been used by [17] in the construction of resilient S-boxes. However, we improve upon the construction of [17] by utilizing the following two ideas.
1) We use all the 2 m 01 rows of the matrix L(C ). In contrast, [17] uses at most 2 m01 rows of L(C ). 2) We allow a row of L(C ) to be repeated r times as required. On the other hand, the number of times a row of L(C ) can be repeated in [17] is of the form 2 r .
It turns out that a proper utilization of the above two techniques results in significant improvement in nonlinearity. We will require (r; m) S-boxes with very high nonlinearity. For this, we propose to use the best known results which we summarize in the following definition.
Definition 1: Let G be an (r; m) S-box satisfying the following. 1) If r < m, G is a constant S-box.
2) If m r < 2m, G is a maximally nonlinear S-box [9] . 3) If r 2m and r is even, G is a perfect nonlinear S-box [16] . 4) If r 2m and r is odd, G is concatenation of two perfect nonlinear S-boxes (see Section II-B). Then we say that G is a PROPER S-box.
The following result summarizes the best known results on the nonlinearity of PROPER S-boxes. Let G1 and G2 be (m + 1; m) and (1; m) PROPER S-boxes.
F is the concatenation of F 1 , F 2 and F 3 . 4. Case: 3(d)(ii) first item of Part A and e 6 = 0 Let G1, G2 and G3 be (m + 2e + 1; m), (2e + 1; m) and (2e; m) PROPER S-boxes.
F is the concatenation of F 1 , F 2 and F 3 . 
F is the concatenation of F 1 , F 2 and F 3 . Proof: There are several things to be proved.
a) The output function F is an (n; m) S-box. b) F is t-resilient. c) Since each row L i;3 of L(C) defines a (u; m) S-box, ultimately F is an (n; m) S-box. Proof of b): Each row Li;3 of L(C) defines a t-resilient (u; m) S-box. F is formed by concatenating the rows of L(C) one or more times. Hence, F is t-resilient.
Proof of c): The nonlinearity calculation is similar for all the cases. As an example, we perform the calculation for Case 3(e)(ii 
VI. RESULTS AND COMPARISONS
Here we compare the construction methods described in this correspondence to the known construction methods.
A. Degree Comparison Based on MZZ Construction
We present examples to show the advantage of the MZZ method over the Cheon method. The Cheon method cannot construct (n; m; t)-re- 2) The parameters n, d + 1, t + 1 satisfy Griesmer bound with equality.
We next present some examples of n, m, d, and t satisfying condition (1) and (2) such that the MZZ method can be used to construct an In a)-c), an (n; m; t)-resilient function with degree d can be constructed using the MZZ method, but cannot be constructed using the Cheon method (see Theorem 5) . Now we present some examples where both the MZZ and Cheon methods construct (n; m; t)-resilient functions with degree d and compare their nonlinearity using Theorem 6. An (n; m; d; t) S-box is an (n; m; t)-resilient S-box with degree d.
We see in Table I that in each case the nonlinearity obtained by the MZZ method is far superior to that obtained by the Cheon method.
B. Nonlinearity Comparison Based on Construction-I
We compare the nonlinearity obtained by Construction-I to the nonlinearity obtained in [17, Theorem 4] . The nonlinearity obtained in [17] is better than the nonlinearity obtained by other methods. Hence, we do not compare our method with the other methods. It is to be noted that in certain cases the search technique of [12] provides better nonlinearity than [17] .
Our first observation is that the nonlinearity obtained by Construction-I is at least as large the nonlinearity obtained in [17] . The intuitive reason is that we use all the rows of the matrix L(C) and hence the repetition factor is less than that of [17] . The detailed verification of the superiority of Construction-I over [17] is straightforward but tedious. In Table II , we summarize the cases under which Construction-I yields higher nonlinearity than [17] . We list the different cases of Part A corresponding to the different rows of the table. In Tables III-V, we provide some concrete examples of cases where the nonlinearity obtained by Construction-I is better than that obtained by [17] . Each entry of Tables III-V is of the form (a; b) , where a is the nonlinearity obtained by [17] and b is the nonlinearity obtained by Construction-I. The linear codes used in Table III are [5; 4; 2] , [7; 4; 3] , and [8; 4; 4] . The second, fourth, and sixth rows give the nonlinearity of (n; m; t)-resilient functions corresponding to the codes [5; 4; 2] , [7; 4; 3] , and [8; 4; 4] , respectively, for different values of n. The linear codes used in Table IV are [6; 5; 2] , [9; 5; 3] , and [10; 5; 4] .
The linear codes used in Table V are [7; 6; 2] , [10; 6; 3] , and [10; 6; 4] . Nonlinearity of (36; 8; t) resilient S-box has been used as very important examples in [12] , [13] , [17] . Now we compare our nonlinearity with results in Table VI . The results of [12] are not constructive. They show that a resilient S-box with such parameter exists. Note that, except for resiliencies of order 1 and 3, our nonlinearity is better than nonlinearity of [17] . It should also be noted that in all the cases we provide construction with currently best known nonlinearity.
VII. CONCLUSION
In this correspondence, we considered the construction of nonlinear resilient S-boxes. We proved that the correlation immunity of a resilient S-box is preserved under composition with an arbitrary Boolean function. Our main contribution has been to obtain two construction methods for nonlinear resilient S-boxes. The first construction is a simple modification of an elegant construction due to Zhang and Zheng [25] . This provides (n; m; t)-resilient S-boxes with degree d > m. We prove that the MZZ construction is superior to the only previously known construction [6] which provided degree d > m. Our second construction is based on concatenation of small affine functions to build nonlinear resilient S-boxes. We sharpen the technique to construct (n; m; t)-resilient S-boxes with the currently best known nonlinearity.
Algebraic attacks [8] are a new type of attack on stream ciphers. These attacks exploit the fact that even if a function may have high degree, it may have a low degree multiple. In this correspondence, we have not considered algebraic attacks. A possible future work is to identify the possible subclass of functions which can resist algebraic attacks.
